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Terms & Conditions for Free Passive ASM Scan
1. Overview
This document outlines the terms and conditions ("Terms") under which MyRepublic Broadband Pte. Ltd.
(“MyRepublic”, "we", "our", or "us"), through its vendors, of fers a free passive Attack Surface Management
(ASM) scan ("Scan") to eligible customers ("you" or "Customer").
2. Eligibility Requirements
To qualify for the free Scan, you must:
e Be an employee or authorised representative of a business or organisation to be scanned.
e  Submit a valid business email address.
e Request the scan only for the domain(s) you own or manage.
e Successfully complete the verification process, which may be conducted by call or email.
3. Scope of the Free Scan
The Scan will be passive only, based on publicly available information (DNS, WHOIS, certificates, IP exposure,
etc.).
No active probing, vulnerability testing, or exploitation will be performed.
One domain per organisation may be scanned unless otherwise approved.
MyRepublic will only of'fer one complimentary scan per domain.
4. Purpose
The Scan is of'fered for awareness and informational purposes only, and is not a comprehensive security audit.
You agree not to rely solely on the scan results for ensuring the security of your website.
5. Data Use and Privacy
By requesting for a Scan:
e You consent to the collection and handling of submitted information (name, email, domain, etc.) for the
purpose of performing the scan and communicating the results.
e We will store your information securely and only use it for:
- Sharing your scan results
- Contacting you regarding this initiative
- Inviting you to relevant future events, webinars, or offers
You can unsubscribe from such communications at any time, and your data will not be sold or shared with third
parties outside of our engagement with you.
6. Confidentiality
All scan results and related communication will be treated as confidential and shared only with your
authorised representatives.
7. Disclaimer and Limitation of Liability
The Scan is provided on an "as-is" and "as available" basis., without any warranty or guarantee, express or

implied, of completeness, reliability, or accuracy.

MyRepublic Broadband Pte. Ltd. 11 Lorong 3 Toa Payoh #04-11/15 t +656430 0259 Company Registration No.
myrepublic.com.sg/business Jackson Square, Block B Singapore 319579 f +65 6634 3558 202125011N



¥ MyRepublic'Business

MyRepublic and its vendors will not be held responsible for any decisions, actions, or outcomes based on the
scanned results.
The Scan does not constitute or replace a full penetration test or security assessment.
You warrant that you understand and accept all risks associated with the use of the Scan, including but not
limited to any potential disruption, damage, or compromise to your website or associated systems.
To the fullest extent permitted by law, MyRepublic and its vendors shall not be liable for any direct, indirect,
incidental, special, consequential, or exemplary damages arising out of or in connection with the use of the
Scan. This includes, but is not limited to, damages for loss of profits, goodwill, use, data, or other intangible
losses.
You further agree to indemnify, defend, and hold harmless MyRepublic, its officers, directors, employees,
vendors, and agents from and against any claims, liabilities, damages, losses, and expenses arising out of or in
any way connected with your use of the Scan.
8. Compliance and Legal Use
You confirm you are legally authorised to submit the domain(s) for scanning.
Submitting a domain that does not belong to your organisation or misrepresenting ownership may lead to
disqualification or legal action.
We comply with relevant data protection and cybersecurity laws, including PDPA, Cybersecurity Act, and
expect you to do the same.
9. Right to Modify or Terminate
We reserve the right to change or terminate this offer at any time without prior notice.
By submitting my details for the free passive ASM scan, | confirm that:

e | have read and agreed to the Terms & Conditions for the free passive ASM scan.

e | am authorised to request a scan for the domain(s) submitted, and those domains are owned or

managed by my organisation.
e | am using a valid business email address that reflects my organisation.

e |agree to be contacted by MyRepublic to verify domain ownership and receive my scan results.
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